Abstract
Introduction
Botnet is one of the most considerable issues in the world. As P2P (Peer-to-Peer) sharing software is widely applied, it causes some serious problems, such as network traffic congestion, unwanted file sharing by computer viruses that abuse P2P software, and so on [1] [2] . The bot program using protocol can be categorized into four kinds of type, including IRC bots, P2P bots, DNS bots and HTTP bots. The attackers start to use P2P networks in order to control their botnets. By using this approach, the bots can contact other bots without having a centralized point for their command and control (C&C) structure. In a P2P network, each node acts as client-server which provides bandwidth, storage and computational power [3] . Using this approach, bots are able to communicate with other bots by downloading files or commands from other bots" machines and performing different activities. In comparison to IRC structures, everyone can join a P2P network, thus, the more peers acting as bots, the more powerful the botmaster can be. In addition, it will be hard to detect and shut down the botnet when security people would need to isolate each machine [4] .
Detecting bot behaviors in networks is an important topic in network security area. The problem of detection of P2P botnets has been denounced as one of the most difficult ones. The majority of the detection proposals available at present are based on monitoring network traffic to determine the potential existence of command-and-control communications (C&C) between the bots and the botmaster. Some traditional methods using payload analysis or signature-based detection scheme are undesirable in large amount of traffic. Also there is a privacy issue with looking into payloads. Schoof [5] analyze different peer-to-peer bots such as Sinit and Nugache to examine the behavior of these bots. In their analysis, they note that some peer-to-peer bots communicate on a fixed port. They also discover that some of these bots generate a large number of destination unreachable error messages (DU) and connection reset error messages while trying to connect to other peers. Wang [6] explain some of the features and challenges when dealing with the Nugache P2P botnet. Hammadi [7] conclude that there is no static IDS that will detect Nugache traffic. Huang [8] present a method to analyze and mitigate P2P botnet. They develop ways to mitigate storm worm and introduce an active measurement technique to enumerate the number of infected hosts.
Other researchers analyze different peer-to-peer bots such as Storm bot (Peacomm) where a number of emails are spammed to many accounts holding an executable attachment [1, 3] . Houmansadr [9] and Shin [10] try to locate the zombie nodes activities in P2P network by their retrieval of hashes and the control of a large group of network computers. They claimed that if the client within the controlled network searches for hash used by malware, it must be a zombie node. A detailed description of Peacomm is presented by Ref [11] . They also investigate how to detect the Storm bot by using a BotHunte, which tracks the two-way communication flows between internal and external entities to find the infected host [12] .
The immune system is a key component in the maintenance of host homeostasis, in which cells known as dendritic cells (DCs) are playing in key roles that are responsible for the initial detection of invading microorganisms and policing the tissue and organs for potential invaders in the form of pathogens. Inspired from the abstract model of natural DCs behaviors, a new artificial immune system based the functions of DCs, called the Dendritic Cell Algorithm (DCA) [9] , was proposed by incorporating the principles of immunology with the "danger theory" [16] . The DCA has been successfully applied to many fields, particularly in computer security related, intrusion detection, port scan, botnet detection [15] , and a classifier for robotic security [13, 17] , data analysis and plants recognition [18] , and so on. M. Mokhtar [13] have modified the DCA to detect and circumvent the errors in a resource constrained micro-controller onto the robotic unit during operation. Rodríguez-Gómez [13] introduced a detection scheme based on modeling the evolution of the number of peers sharing resources over time, which allows to detect abnormal behaviors associated to parasite P2P botnet resources in a P2P network.
Nowadays, P2P-controlled bots has become an increasing threat to our network and information security. Detecting and controlling traffic of bots is an important issue to solve these problems. In this paper, we improve the dendritic cells algorithm(DCA) [13] to detect P2P bots on the infected machine by data fusion and correlating bots" behavioral attributes. A Peacomm (Storm P2P bot) is used as a case study. The data fusion refers to fusing all kinds of time series data produced by bot process, correlation refers to correlating results of data fusion with bot process. This algorithm does not need a predefined bots" signatures in order to detect this kind of bots.
The rest of this paper is organized as follows. Next section gives some brief descriptions of the DCA algorithm. Then an improved DCA is proposed to detect P2P controlled bots in section 3, followed by the experimental tests and analysis in section 4. Finally, the conclusions are given in section 5.
Dendritic Cell Algorithm (DCA)
The purpose of a DC algorithm is to correlate disparate data-streams in the form of antigen and signals and to label groups of identical antigen as "normal" or "anomalous". The algorithm provides information representing how anomalous a group of antigen are, not simply if a data item is anomalous or not. This is achieved through the generation of an anomaly coefficient value, termed MCAV (Mature Context Antigen Value). The labelling of antigen data with a MCAV coefficient is performed through correlating a time-series of input signals with a group of antigen. To initiate maturity, a DC must have experienced signals, and in response to this express output signals. As the level of input signal experienced increases, the probability of the DC exceeding its lifespan also increases. The level of signal input is mapped as a CSM (Costimulatory output signal). Once CSM reaches a "migration" threshold value, the cell ceases signal and antigen collection and is removed from the population for analysis. The generic representation of the DCA is rewritten as shown in Figure 1 . The primary components of a DC-based algorithm are as follows [11, 16] 
Improved DCA for Detection of P2P Bots
DCA"s input is the time series data consisting of signals and antigens. It performs the functionality of data fusion and causal correlation. The scheme for detection of P2P bots using DCA is illustrate in Figure 2 . This process includes four phases: data collection, signal mapping, data fusion, correlation and analysis. 
Data Collection
Signals and antigen are passed as an input to the DCA. To collect signals and antigen, an APITrace [10] is used. We assume that the Peacomm bot is already installed on the victim host. We use an interception program APITrace to record the required behavioral attributes and to intercept and capture specified function calls executed by the monitored processes. These data are then processed, normalized and streamed for signal mapping. In terms of the function calls intercepted, different types of function calls are used as an input to the algorithm. These function calls include Communication functions (e.g. send, recv), File access functions (e.g ReadFile, WriteFile), Registry access functions (e.g. RegOpenKey, RegQueryValue) and Keyboard status functions (e.g. GetKeyboardState, GetAsynKeyStat).
Signal and Antigen Mapping
In order to detect P2P bots using DCA, the behavioral attributes of the bots in a monitored system must be mapped into the three signal categories, that is, PAMP, DANGER and SAFE.
PAMP Mapping:
For P2P-based bot detection, the rate of change of invocation of selected API function calls used for keylogging activity is not enough to represent the measure of a monitored system status. According to the preliminary observation of P2P bots, the PAMP signal should be related to the rate of change of three fields of network status. These fields are the value of destination unreachable (DU), failed connection attempts (FCA) and reset connections (RST). So PAMP signal is mapped as:
DANGER Mapping:
DANGER signal is derived from the rate of change of number of packets send per second (pkts/sec). We use a logarithmic scale when using DANGER and is derived according to the following formula:
where X is the rate of change of the number of packets sent per second. If X exceeds 10000, the value of DANGER is mapped to 100. Where Y is the time difference between two outgoing consecutive communication functions.
Antigen represents potential culprits that are responsible for changes in the status of the monitored system. The need for correlation between antigen and signals is required to define which processes are active when the signal values are modified. The more active the process, the more antigen it generates. Once the function calls are intercepted by APITrace, they are stored and assigned the value of the process ID to which the function calls belong and the time at which they were invoked. After a certain period of time, both signal and antigen logs are combined and sorted based on time. The combined log files are parsed and the logged information is sent to the DCA for processing and analysis.
We use selected API function calls described in section 3.1 with their process ID to represent antigen. These processes are Peacomm bot, Firefox web browser, IceChat (an IRC client). These signals and antigens form the time series input data of dendritic cell (DC).
Data Fusion
The DCA is an algorithm based on dendritic cells population in which each DC Performs signal processing, calculates CSM and K with weights. Each DC"s outputs in dendritic cells algorithm are defined as: 
SAFE
is the weight matrix of signal transformation of DCA. The mechanism of signal processing in original DCA can be shown as Figure 3 . In DC initialization phase, Each DC in DC population is assigned lifespan. During signal processing, the DC"s lifespan is repeatedly subtracted by CSM signal, while its signal profile is repeatedly increased by the K signal until the termination condition, lifespan<=0, is reached. 
Correlation and Analysis
The CSM signal reflects the amount of information a DC has processed, i.e. when to make decisions, while the K signal is a measure indicating the polarisation towards anomaly or normality, i.e. how to make decisions. CSM and K are used to evaluate the status of the system monitored by the analysis component of the algorithm. This analysis component is also called causal correlation.
The output of each DC i is store as a pair
in a list LST, where r i is the signal profile of a DC when it reaches a termination condition. We also define π1 and π2 as projection functions to obtain the first and second elements of a pair respectively. Definition 1 (signal profile update). The signal profile update function
Where Output(t) represents the DC"s output at a time point t. G is repeatedly increased by the K signal value until the termination condition is reached.
Definition 2 (antigen counter).
The antigen counter function
Where N=|DC population|, α∈Antigen is an antigen type. The function C is used to count the number of instances of antigen type α.
Definition 3 (signal profile abstraction). The signal profile abstraction function
is defined as
The function R is used to calculate the sum of all K values associated with antigen type α.
Definition 4 (anomaly coefficient calculation).
Given the number of input instances is equal to n, the anomaly coefficient calculation function is defined as.
A threshold ε can be applied for further classification. An antige n type (i.e. process ID in this paper) is classified as anomalous if Kα >ε, and normal otherwise.
Experiments and Analysis
The aim of experiments is to use the DCA to perform detection of P2P bot which uses different C&C communication protocols.
Experimental Setup
The experimental environment for the Peacomm bot detection is illustrated in Figure 4 . In the experiment two scenarios (S1 and S2) are used as follows:
(1) Inactive (S1): In this session, the Peacomm bot is executed and runs on a monitored host. Other normal applications are also running during this session but there are no activities from the user such as browsing or chatting.
Figure 4. Experimental Environment for Peacomm Detection
(2) Active (S2): In this session, the Peacomm bot is executed and runs on a monitored host. In contrast to (S1), the user uses Firefox for browsing and checking emails as normal activities and uses IceChat for having conversation with other users. In both cases, the APITrace is running to collect the raw data.
Experimental Results
To evaluate effectiveness of the improved DCA method (IDCA) for detecting bots in a P2P network, we compare the Kα (α is an antigen, that is, a process) values of Peacomm with other benign programs (Firefox, IceChat), and the experimental results is listed in table 1.The means Kα value for Peacomm, Firefox and IceChat are respectively shown in Figure  5 -7, significant differences are shown for all experiments, where the Kα value for the Peacomm bot is higher than the Kα values of Firefox and iceChat. If the threshold ε is set 0.5, these processes can be judge as normal or anomaly according to their mean Kα values. 
Conclusions
In comparison to IRC bots, P2P bots are more difficult to monitor, detect or shut down as there is no central command and control structure and most of the traffic is encrypted. One way to detect such bots is by monitoring and correlating different activities on a machine. In this paper, we use the IDCA as an intelligent correlation algorithm to correlate different behaviors of normal processes and P2P bots. This correlation of behaviors is based on specifying signals combined with antigen. Peacomm detection case studies is used to measure the performance of IDCA, the results show that the IDCA is able to classify bots as abnormal processes in comparison to benign processes by generating significant differences in the Kα values for both normal and abnormal processes.
